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* .,nfc"‘\' (Semester-111)
(NEP) Examination, 2025-26

Discipline Specific Core (DSC)
| CYBERSECURITY AND CYBERLAW
Time Allowed : Three Hours

Maximum Marks : 70

Note : Section-A is compulsory. containing 10 objective type

d 05 short answer type

questions, of 10 marks an
rks.

rrying 4 marks for aach, total of 20 ma

questions, ca
uestions, two

Section-B containing 8 descriptive type 4

from eacf\ unit with 50% internal choices, carrying 10

marks for each, total of 40 marks.
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| 8 Cybme attack’
(@) DDoS
(b) SQL Injection

(c)  Encryption

(i)

LesS security

(b) Same security
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(c) Extra layer ©

(d) No gecurity ‘
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W) Digital Signatures are used for :

(a)  Entertainment
(b)  Authentication

(¢)  Hacking
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aling someone’s identit

| Which terrh describes ste

(Vi)
online?
(a)  Phishing
(b) \dentity theft

(c) Cyber pullyind
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(vi)  The mai
maln purpose of cyber lé ‘
Wisto:

a m .
(@) - Promote hacking
(b) R '

egulate digital activity and crj

‘ nd crimes
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(c) Slow down internet usage

(d)  Stoptechnology growth
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Which {ndian Law deals with cyber crime ans

plectroni commerce?

(a) TACt, 2000
© RTIACt, 2005
\PC, 1860
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T e, 2005
® ST, 1860
S SR, 2019
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hort Answer Type Questiong \
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¢ al questions. Each question Carries 4 marks,
Nterﬂp 4 - 250 words) i
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(214 i i5CUSS various types of cyber attacks,
(i) A gl B TN T W o #m

\Nhat is Vulnerablhty and Vulnerability
i) ent? Explain.
( pssesS
27l e T ¥ I m
tis the role of encryption in securing data
a

Wh
(ii'l) duﬂ gtransmlssmn'? Explain.
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; :ans of a Phishing email?
‘ the common signs
What are |
explain- W i 1
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(iv)
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objectives of the ITACt 20007
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10.  Discuss the legal challenges associated with dag)

protection and privacy in cyberspace.
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